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Introduction to Telehealth

The abilities to communicate vast distances using audio and video technologies 

via wrist watches and hand-held computers, electronically transmit documents and 

images through the airways in seconds, and monitor, analyze, and report our symptoms 

to our health-care providers from the convenience of our own homes are no longer the 

fantasies of science fiction, but are in fact a reality for the average person living in 

America today.  Whether you love or hate the technologies, they have become a part of 

living in the modern world, and for any health professional practicing in this modern 

world it is important to understand how technology may impact your professional 

practice and become knowledgeable about the various laws and ethical considerations 

involved with utilizing such technologies.  Since these technologies are fairly new and 

are just now being accepted and widely used in the practice of healthcare, the 

applicable laws and ethics governing and guiding the practice of telehealth are equally 

new and continue to evolve.  This course will attempt to introduce the learner to the 

concept of telehealth and define some key terms used in the health care community.  It 

will illustrate the benefits and limitations of telehealth, and also guide the learner to 

specific statutes and ethical codes impacting mental health professionals.

 

Evolution of Telehealth

To begin this discussion, it is important to first define what is meant when 

someone refers to “telehealth.”  The term “telehealth” has been used interchangeably in 

the literature with other terms, such as “telemedicine” and “eHealth,” 
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however “telehealth” is a more encompassing term which has evolved over 

time (Brackney, Hulkower, Pepin, & McCord, n.d.).   To understand what “telehealth” is, 

it is important to examine its evolution.  Many telehealth programs were developed 

independently across the United States over the past decades, but it was not until 2006 

with the establishment of the first Telehealth Resource Centers (TRCs) that telehealth 

programs began to expand, becoming more efficient and gaining in expertise and 

proficiency ("About Our Consortium," n.d.).  In 2017, 

fourteen individual Telehealth Resource Centers (TRC), twelve regional and 

two national, came together with the assistance of U.S. federal funding to form The 

National Consortium of Telehealth Resource Centers (NCTRC) (National Consortium of 

Telehealth Resource Centers website, n.d.).  This consortium was established to ensure 

that telehealth programs exist and function, and that health care is being made more 

accessible to those who might not otherwise have access ("About Our Consortium," 

n.d.).

The United States federal government has played a crucial role in the 

development and expansion of telehealth programs.  The Health Resources and 

Services Administration (HRSA), an agency of U.S. Department of Health and Human 

Services (HHS), “...provides health care to people who are geographically isolated, and/

or economically or medically vulnerable” ("Bureaus and Offices," n.d., para. 1).  In 1987 

The Federal Office of Rural Health Policy (FORHP) was created by HRSA to help carry 

out the mission of HRSA and advise the Secretary of HHS on the following health-care 

related issues impacting populations residing in rural communities, “...[a]ccess to quality 
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health care and health professionals; [v]iability of rural hospitals; and [e]ffect of the 

Department’s proposed rules and regulations, including Medicare and Medicaid, on 

access to and financing of health care in rural areas” ("About FORHP," n.d., para. 

1).  One of FORHP’s programs, the Office for the Advancement of Telehealth, was 

responsible for funding The National Consortium of Telehealth Resource Centers 

(NCTRC)(National Consortium of Telehealth Resource Centers website, n.d.), as well 

as, The Center for Connected Health Policy (CCHP) in California which 

became federally designated as the National Telehealth Policy Resource Center 

(NTRC-P) in 2012 ("CCHP," n.d.).  In California in 2008, the CCHP was established to 

help develop good policies based on sound research and responsible practice with 

regard to introducing the use of technology into the health care system in California for 

the purpose of creating successful models of connected care between patients and 

health care providers, resulting in better health outcomes and greater 

efficiency ("CCHP," n.d.).  Though CCHP originally only focused on 

developing telehealth policy in California, after it became federally designated as the 

National Telehealth Policy Resource Center (NTRC-P) and funded by a grant from the 

Office for the Advancement of Telehealth ("CCHP," n.d.), it has since been instrumental 

in guiding the development of national telehealth policies by “...providing technical 

assistance to twelve federally funded regional Telehealth Resource Centers (TRC), 

state and federal policy makers, national organizations, health systems, providers, and 

the public” ("CCHP," n.d., para. 1).  As a result, the CCHP, along with the NCTRC-P 

have become the authority on all matters related to telehealth.
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Telehealth Definition Framework

Now that we have determined who the authority is regarding telehealth matters, 

we can return to our initial objective of defining the term “telehealth,” and to do so we 

are guided by the Telehealth Definition Framework finalized by the CCHP and the 

NCTRC-P ("What Is Telehealth?," n.d.).  According to the Telehealth Definition 

Framework, “[t]elehealth is a collection of means or methods for enhancing health care, 

public health and health education delivery and support using telecommunications 

technologies.  Telehealth encompasses a broad variety of technologies and tactics to 

deliver virtual medical, health, and education services. Telehealth is not a specific 

service, but a collection of means to enhance care and education delivery” ("What Is 

Telehealth?," n.d., para. 1).    The Framework lays out several key considerations:

As state and federal policymakers, private payers, practitioners, and consumers 

realize telehealth’s potential benefits, there is a growing need to create a 

consistent framework for understanding what is meant by “telehealth,” and how 

the term is accurately applied. First and foremost, telehealth is a collection of 

means or methods, not a specific clinical service, to enhance care delivery and 

education. Ideally, there should not be any regulatory distinction between a 

service delivered via telehealth and a service delivered in person. Both should be 

held to the same quality and practice standards. The “tele-” descriptor should 

ultimately fade from use as these technologies seamlessly integrate into health 

care delivery systems.
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While “telemedicine” has been more commonly used in the past, “telehealth” is a 

more universal term for the current broad array of applications in the field. Its use 

crosses most health service disciplines, including dentistry, counseling, physical 

therapy, and home health, and many other domains. Further, telehealth practice 

has expanded beyond traditional diagnostic and monitoring activities to include 

consumer and professional education. Note that while a connection exists 

between health information technology (HIT), health information exchange (HIE), 

and telehealth, neither HIE nor HIT are considered to be telehealth.

 

Today, telehealth encompasses four distinct domains of applications. Note, 

however, that each state Medicaid program and private insurer varies in its use 

and reimbursement of these applications. These are commonly known as:

• Live Videoconferencing (Synchronous): Live, two-way interaction between a 

person and a provider using audiovisual telecommunications technology.

• Store-and-Forward (Asynchronous): Transmission of recorded health history 

through an electronic communications system to a practitioner, usually a 

specialist, who uses the information to evaluate the case or render a service 

outside of a real-time or live interaction.

• Remote Patient Monitoring (RPM): Personal health and medical data 

collection from an individual in one location via electronic communication 
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technologies, which is transmitted to a provider in a different location for use 

in care and related support.

• Mobile Health (mHealth): Health care and public health practice and 

education supported by mobile communication devices such as cell phones, 

tablet computers, and PDAs. Applications can range from targeted text 

messages that promote healthy behavior to wide-scale alerts about disease 

outbreaks, to name a few examples (National Consortium of Telehealth 

Resource Centers [NCTRC], n.d., p. 1).

As the CCHP notes, state and federal agencies continue to vary in their definitions of 

telehealth which then influences the policies and regulations surrounding how telehealth 

is allowed to be used in different jurisdictions ("What Is Telehealth?," n.d.).  The CCHP 

points to the California state law as an example, which defines telehealth as:

The mode of delivering health care services and public health via information and 

communication technologies to facilitate the diagnosis, consultation, treatment, 

education, care management, and self-management of a patient's health care 

while the patient is at the originating site and the health care provider is at a 

distant site. Telehealth facilitates patient self-management and caregiver support 

for patients and includes synchronous interactions and asynchronous store-and-

forward transfers ("What Is Telehealth?," n.d., para. Defining Telehealth Policy).

Compare California’s definition to that outlined by FORHP, which defines telehealth as:

The use of electronic information and telecommunication technologies to support 

long-distance clinical health care, patient and professional health-related 
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education, public health, and health administration. Technologies include video 

conferencing, the internet, store-and-forward imaging, streaming media, and 

terrestrial and wireless communications ("Telehealth Programs," n.d., para. 1). 

To help the community keep up to date with the eleven different categories of telehealth 

laws, regulations, and state Medicaid policies, the CCHP has created an interactive 

map of the United States for research and information purposes, which can be found 

at https://www.cchpca.org/telehealth-policy/current-state-laws-and-reimbursement-

policies# (Center for Connected Health Policy website, n.d.).  It is recommended that 

you review the specific definitions and laws which apply to your state(s).  

 

Benefits and Limitations of Telehealth

Telehealth services have been increasing in availability and popularity, and may 

continue to be more common in the future.  Though telehealth services seem to have 

originated out of a need to bring health care services to rural, under-served 

communities, they have expanded such that telehealth services are now being utilized 

by average consumers in populated communities, as well.   The question this raises is 

whether telehealth services can offer health care which is as effective as traditional 

face-to-face care and whether the pros outweigh the cons.

 

Benefits of Telehealth

Some of the obvious benefits of telehealth services are that they are convenient, 

time-saving, and cost-effective for the patient (Harper, July 24, 2012).  Being able to 
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conduct a video counseling session with your therapist while you are on your lunch 

break at work is no doubt convenient and can save time and money, but is it as effective 

as a face-to-face session?  A study conducted by the University of Nebraska-Lincoln on 

the use of telecommunications technology in providing mental health services in rural 

communities found evidence which suggested that it was an effective treatment for 

those who would not have otherwise received treatment (Bischoff, Hollist, Smith, & 

Flack, 2004).  The study noted that participants recognized that the use of 

telehealth treatment was a different experience than face-to-face treatment, but 

participants were satisfied with the treatment and reported successful 

outcomes (Bischoff et al., 2004).  In a literature review on the topic, Hilty, et al. reached 

a similar conclusion that telehealth services, specifically for mental health treatment, 

“...are effective for diagnosis and assessment, across many populations (adult, child, 

geriatric, and ethnic), and in disorders in many settings (emergency, home health), are 

comparable to in-person care, and complement other services in primary care” (Hilty et 

al., 2013, p. 451).  Other research indicates that telehealth provider-to-provider medical 

consultations may actually contribute to improved health outcomes:

It is possible to conclude it is likely that telehealth is more effective than usual 

care in several specific situations: Remote ICUs reduce ICU and in-hospital 

mortality; emergency medical services access to telehealth reduces mortality in 

patients having heart attacks; remote consultations in emergency care decrease 

time from presentation to decision, reducing ED time and increasing appropriate 

transfers and admissions; remote consultations as part of outpatient care 
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improve clinical outcomes in some clinical disciplines and increase access to 

care in those that have been studied. For other uses and outcomes the strength 

of evidence is less definitive. Telehealth consultations may improve inpatient 

care, emergency stroke care and the management of and satisfaction with 

outpatient consultations across several specialties (Totten et al., 2019, p. 14).  

In another popular study, the use of telehealth for the treatment of mental health 

conditions among U.S. Veterans was found to be responsible for a 25% decrease in 

psychiatric hospitalizations, suggesting that telehealth contributed to better medication 

management, better adherence to treatment protocols, and increased opportunities for 

immediate interventions, thereby circumventing episodes of decompensation (Godleski, 

Darkins, & Peters, 2012).  This body of research shows promising results for the use 

of telehealth services by multiple health care professions, treating a variety of 

conditions, in many settings, and among many populations.

 

Limitations

Though telehealth services offer many benefits, there are also limitations which 

are worth mentioning.  In the Nebraska study, the two biggest concerns noted among 

participants utilizing telehealth services were privacy and confidentiality (Bischoff et al., 

2004).  In communities where people do not have their own personal audio/visual 

devices and/or private access to the internet, such as with the Nebraska study, privacy 

and confidentiality could be issues.  Obviously, conducting a therapy session from a 

communal location is not very private and could impede the effectiveness of the 
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session.  Likewise, there are concerns about technology and the effectiveness of 

confidentiality.  Information which is entered into computers and transmitted may be 

subject to the interference of bad actors who hack the information.  These are legitimate 

concerns and should be addressed as part of the informed consent process.  

Another concern about telehealth services that was noted in the research has to 

do with the quality of the therapeutic relationship.  In a different study from Nebraska, 

both patients and providers raised concerns that telehealth would not lend itself to 

establishing the provider-patient relationship necessary for the effective treatment of 

depression (Swinton, Robinson, & Bischoff, 2009).  Nonetheless, the participants of this 

study ultimately concluded that using telehealth services to treat mental health issues 

was an acceptable solution to the problem of having a shortage of mental health 

providers in their rural communities (Swinton et al., 2009).  Researchers from the 

Bischoff et al. study found that in order to preserve the therapeutic relationship, 

participants naturally made accommodations to compensate for any limitations the 

technology posed (Bischoff et al., 2004).  For instance, because technology limited the 

amount of nonverbal information that could be observed and misunderstanding was 

expected, both the therapists and the clients made greater efforts to ask questions and 

clarify, which had the effect of preserving the therapeutic relationship (Bischoff et al., 

2004).  Participants were also willing to make accommodations to cope with a variety of 

technical mishaps, such as signal delays which disrupted the normal rhythm of 

communication, equipment malfunctions, or lost connections which interrupted the flow 

of the sessions (Bischoff et al., 2004).   For example, such participants learned to wait 
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before responding to accommodate delays, they agreed to complete disconnected 

video sessions by phone, they learned to discuss significant issues at the beginning of 

sessions and they reduced the amount of time spent on chit-chat and social 

niceties (Bischoff et al., 2004).  Another issue noted in the Bischoff et al. study had to do 

with frustrations of coordinating scheduling and the impact that could have had on the 

therapeutic relationship (Bischoff et al., 2004).  In the Bischoff (2004) study, not only did 

the therapists have to coordinate their schedules with their clients, but they also had to 

coordinate with the facility where the technology was set up for the sessions.  However, 

once again the participants were willing to accommodate.  Therapists attempted to 

assume all responsibility for scheduling issues in an effort to preserve the therapeutic 

relationship, but sometimes clients were still burdened by showing up to their 

appointments and finding themselves locked out of the technology rooms.  (Bischoff et 

al., 2004).  Nonetheless, clients were also accommodating and found ways to overcome 

these problems (Bischoff et al., 2004).

Another issue that telehealth may pose is related to insurance.  Whether a 

person has Medicare, Medicaid, or private insurance, there may be limitations with 

regard to the type of health care service which is covered.  For instance, some 

insurance providers may not reimburse for psycho-therapeutic or counseling services.  

 Likewise, some insurance providers may not reimburse for services performed by 

counselors or marriage and family therapists.  The next section provides an overview of  

some of the laws effecting telehealth, including insurance limitations.
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Laws and Ethics

As pointed out in the Telehealth Definition Framework, telehealth encompasses a 

variety of health service disciplines, including dentistry, counseling, physical therapy, 

home health, and many other domains (NCTRC, n.d.).  Having said that, each discipline 

has its own laws and professional ethical codes which govern and guide its 

professionals.  In this text, we will examine the laws and codes effecting mental health/

marriage and family therapists and counselors.  For anyone reading this text who is not 

a mental health/marriage and family therapist or counselor, please be advised that you 

will need to refer to the laws and codes effecting your specific profession.

 

Applicable Laws

42 CFR410.78 - Medicare - Telehealth Services

It is important to be aware that if you are a mental health or marriage and family 

therapist or counselor, you will not be able to bill Medicare for your services, telehealth 

or otherwise (Supplementary Medical Insurance (SMI Benefits): Telehealth Services, 

2011).  42 CFR Part 410 comprise the U.S. federal laws which govern supplementary 

medical insurance (SMI) benefits (i.e., Medicare), and pursuant to 410.78(b)(2)(vi),(vii), 

Medicare Part B pays for covered telehealth services meeting specific requirements 

performed by various practitioners, including clinical psychologists and clinical social 

workers, but it does not include other mental health professionals, such as mental 

health or marriage and family therapists and/or counselors (Supplementary Medical 

Insurance (SMI Benefits): Telehealth Services, 2011).
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42 CFR 1396 - Medicaid

Medicaid is a joint program between the federal and state governments where 

the federal government provides a portion of the funding and establishes guidelines, but 

each state has its own specific laws that govern its application ("Medicaid Program," 

n.d.).    It is important to review your specific state’s laws regarding telehealth and 

reimbursements.  The CCHP issued a report on all 50 states’ telehealth laws and 

reimbursement policies which can be accessed here:  https://www.cchpca.org/

telehealth-policy/telehealth-medicaid-and-state-policy (Center for Connected Health 

Policy website, n.d.).

 

45 CFRParts 160, 162,164 - HIPPA

If you are conducting telehealth services, you may also need to comply with the 

Health Insurance Portability and Accountability Act of 1996.  The Health Insurance 

Portability and Accountability Act of 1996 (HIPPA) is a federal law comprised of two 

Rules (the Privacy Rule and the Security Rule) which regulate protecting the privacy 

and security of certain health information of individuals who seek care and healing in the 

United States (Office for Civil Rights [OCR], n.d.).  The Standards for Privacy of 

Individually Identifiable Health Information, otherwise known as the Privacy Rule, 

established a set of national standards for the protection of certain health information; 

whereas, the Security Standards for the Protection of Electronic Protected Health 

Information, otherwise known as the Security Rule, established a set of national security 

standards for protecting any health information covered by the Privacy Rule which is 
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held or transferred in electronic form (OCR, n.d.).  Thus, the Security Rule portion of 

HIPPA acts to implement HIPPA’s Privacy Rule protections by calling attention to 

various safeguards that must be put into place by those obliged to conform with 

HIPPA regulations (OCR, n.d.).  

HIPPA regulations apply only to “covered entities” who use or disclose “protected 

health information.”  According to the Privacy Rule, the information which is subject to 

protection is called “protected health information” (PHI) and is defined as:

‘individually identifiable health information’ held or transmitted by a covered entity 

or its business associate, in any form or media, whether electronic, paper, or 

oral…including demographic data, that relates to:

and that identifies the individual or for which there is a reasonable basis to 

believe it can be used to identify the individual.  Individually identifiable health 

information includes many common identifiers (e.g., name, address, birth date, 

Social Security Number). The Privacy Rule excludes from protected health 

information employment records that a covered entity maintains in its capacity as 

an employer and education and certain other records subject to, or defined in, 

the Family Educational Rights and Privacy Act, 20 U.S.C. §1232g” (Office for 

Civil Rights [OCR], n.d., para. What Information is Protected).  

Those who are required to comply with the privacy and security regulations promulgated 

by HIPPA are called “covered entities,” which are defined as:

health plans, health care clearinghouses, and...any health care provider who 

transmits health information in electronic form in connection with transactions for 
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which the Secretary of HHS has adopted standards under HIPAA  (OCR, n.d., 

para. Who Is Covered By the Privacy Rule).  

The transactions for which the Secretary of HHS has adopted standards under 

HIPAA are considered to be “covered transactions” if they meet the regulatory 

definitions for the types of transactions pursuant to 45 CFR Part 162 (Centers for 

Medicare and Medicaid Services [CMS], n.d.).  The Centers for Medicare and Medicaid 

have a helpful tool to assist you in determining whether you are considered a covered 

entity and therefore subject to HIPPA compliance laws.  It can be found here:  https://

www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/HIPAA-ACA/

AreYouaCoveredEntity  (Centers for Medicare and Medicaid Services website, n.d.).  

Another HIPPA compliance consideration for practitioners is the “Business 

Associate” relationship.  A “Business Associate” is:

a person or organization, other than a member of a covered entity's workforce, 

that performs certain functions or activities on behalf of, or provides certain 

services to, a covered entity that involve the use or disclosure of individually 

identifiable health information. Business associate functions or activities on 

behalf of a covered entity include claims processing, data analysis, utilization 

review, and billing. Business associate services to a covered entity are limited to 

legal, actuarial, accounting, consulting, data aggregation, management, 

administrative, accreditation, or financial services. However, persons or 

organizations are not considered business associates if their functions or 

services do not involve the use or disclosure of protected health information, and 
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where any access to protected health information by such persons would be 

incidental, if at all. A covered entity can be the business associate of another 

covered entity (OCR, n.d., para. Business Associate Defined).

Whenever a covered entity contracts with a “business associate” as defined above, the 

Privacy Rule requires that the covered entity include certain protections for any 

protected health information used or disclosed by the “business associate” in a contract 

called a “Business Associate Agreement” (BAA) (OCR, n.d.).

 

State Laws

Just as each state has its own laws regarding Medicaid reimbursements, each 

state has its own private payer laws and professional regulation/health safety laws.  As 

mentioned above, the CCHP has an interactive map on its site with up to date 

information about telehealth-related laws, regulations and Medicaid programs for all 50 

states and the District of Columbia which can be located here: https://www.cchpca.org/

telehealth-policy/current-state-laws-and-reimbursement-policies?

jurisdiction=30&category=All&topic=All (Center for Connected Health Policy website, 

n.d.).  It is recommended that you visit this site to review your state’s specific laws.

 

Ethical Considerations

NBCCCode of Ethics

Counselors who have acquired the voluntary certification, NCC, issued by the 

National Board for Certified Counselors (NBCC),  are expected to adhere to a set of 
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directives which establish minimum ethical behaviors and practices outlined in the 

NBCC Code of Ethics (Code) (National Board for Certified Counselors [NBCC], 2016).  

To satisfy the first directive that NCCs take appropriate action to prevent harm, the Code 

specifically addresses NCC conduct regarding the use of digital technology:

19.  NCCs shall recognize the potential harm of informal uses of social media 

and other related technology with clients, former clients and their families and 

personal friends. After carefully considering all of the ethical implications, 

including confidentiality, privacy and multiple relationships, NCCs shall develop 

written practice procedures in regard to social media and digital technology, and 

these shall be incorporated with the information provided to clients before or 

during the initial session. At a minimum, these social media procedures shall 

specify that personal accounts will be separate and isolated from any used for 

professional counseling purposes including those used with prospective or 

current clients. These procedures shall also address “friending” and responding 

to material posted.

20.  NCCs shall not use social media sources (e.g., updates, tweets, blogs, etc.) 

to provide confidential information regarding client cases that have not been 

consented to by the client. To facilitate the secure provision of information, NCCs 

shall inform clients prior to or during the initial session about appropriate ways to 

communicate with them. Furthermore, NCCs shall advise clients about the 

potential risks of sending messages through digital technology and social media 

sources.
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21.  NCCs who use digital technology (e.g., social media) for professional 

purposes shall limit information posted to that which does not create multiple 

relationships or which may threaten client confidentiality (NBCC, 2016, p. 3).

In keeping with the NBCC’s directive that NCCs communicate truthfully, the Code 

provides:

54.  NCCs shall include all electronic communications exchanged with clients 

and supervisees, including those through digital technology and social media 

methods, as a part of the record, even when strictly related to clerical issues 

such as change of contact information or scheduling appointments. All electronic 

therapeutic communication methods shall use encryption and password 

security (NBCC, 2016, p. 5).

To satisfy the NBCC’s directive that NCCs recognize that their behavior reflects on the 

integrity of the profession as a whole, and thus, they avoid actions which can 

reasonably be expected to damage trust, the Code states:

66.  NCCs shall limit use of information obtained through digital technology and 

social media sources (e.g., Facebook, LinkedIn, Twitter, etc.) in accordance with 

established practice procedures provided to clients at the initiation of 

services (NBCC, 2016, p. 6).  

To fulfill the NBCC’s directive that NCCs recognize the importance of and encourage 

active participation of clients, students or supervisees, the Code mandates:

79.  NCCs shall provide complete information regarding the format (electronic or 

otherwise), administration purpose, and the desired outcome, risks and 
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limitations prior to the use of a test or assessment. NCCs shall have a 

reasonable basis for believing that the information provided is 

understood (NBCC, 2016, p. 8).

 

ACA Code of Ethics

The American Counseling Association (ACA) in its Code of Ethics has 

established ethical obligations for its members and guidance for ethical practices for 

counseling professionals (American Counseling Association [ACA], 2014).  Section H of 

the ACA Code is dedicated to the topics of distance counseling, technology, and social 

media:

Introduction

Counselors understand that the profession of counseling may no longer 

be limited to in-person, face-to-face interactions. Counselors actively 

attempt to understand the evolving nature of the profession with regard to 

distance counseling, technology, and social media and how such 

resources may be used to better serve their clients. Counselors strive to 

become knowledgeable about these resources. Counselors understand 

the additional concerns related to the use of distance counseling, 

technology, and social media and make every attempt to protect 

confidentiality and meet any legal and ethical requirements for the use of 

such resources.

H.1. Knowledge and Legal Considerations
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H.1.a. Knowledge and Competency

Counselors who engage in the use of distance counseling, technology, 

and/ or social media develop knowledge and skills regarding related 

technical, ethical, and legal considerations (e.g., special certifications, 

additional course work).

H.1.b. Laws and Statutes

Counselors who engage in the use of distance counseling, technology, 

and social media within their counseling practice understand that they may 

be subject to laws and regulations of both the counselor’s practicing 

location and the client’s place of residence. Counselors ensure that their 

clients are aware of pertinent legal rights and limitations governing the 

practice of counseling across state lines or international boundaries.

H.2. Informed Consent and Security

H.2.a. Informed Consent and Disclosure

Clients have the freedom to choose whether to use distance counseling, 

social media, and/or technology within the counseling process. In addition 

to the usual and customary protocol of informed consent between 

counselor and client for face-to-face counseling, the following issues, 

unique to the use of distance counseling, technology, and/ or social media, 

are addressed in the informed consent process:

• distance counseling credentials, physical location of practice, 

and contact information;
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• risks and benefits of engaging in the use of distance counseling, 

technology, and/or social media;

• possibility of technology failure and alternate methods of service 

delivery;

• anticipated response time;

• emergency procedures to follow when the counselor is not 

available;

• time zone differences;

• cultural and/or language differences that may affect delivery of 

services;

• possible denial of insurance benefits; and

• social media policy.

H.2.b. Confidentiality Maintained by the Counselor

Counselors acknowledge the limitations of maintaining the confidentiality 

of electronic records and transmissions. They inform clients that 

individuals might have authorized or unauthorized access to such records 

or transmissions (e.g., colleagues, supervisors, employees, information 

technologists).

H.2.c. Acknowledgment of Limitations

Counselors inform clients about the inherent limits of confidentiality when 

using technology. Counselors urge clients to be aware of authorized and/ 
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or unauthorized access to information disclosed using this medium in the 

counseling process.

H.2.d. Security

Counselors use current encryption standards within their websites and/or 

technology-based communications that meet applicable legal 

requirements. Counselors take reasonable precautions to ensure the 

confidentiality of information transmitted through any electronic means.

H.3. Client Verification

Counselors who engage in the use of distance counseling, technology, and/ or 

social media to interact with clients take steps to verify the client’s identity at the 

beginning and throughout the therapeutic process. Verification can include, but is 

not limited to, using code words, numbers, graphics, or other nondescript 

identifiers.

H.4. Distance Counseling Relationship

H.4.a. Benefits and Limitations

Counselors inform clients of the benefits and limitations of using 

technology applications in the provision of counseling services. Such 

technologies include, but are not limited to, computer hardware and/or 

software, telephones and applications, social media and Internet-based 

applications and other audio and/or video communication, or data storage 

devices or media.

H.4.b. Professional Boundaries in Distance Counseling
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Counselors understand the necessity of maintaining a professional 

relationship with their clients. Counselors discuss and establish 

professional boundaries with clients regarding the appropriate use and/or 

application of technology and the limitations of its use within the 

counseling relationship (e.g., lack of confidentiality, times when not 

appropriate to use).

H.4.c. Technology-Assisted Services

When providing technology-assisted services, counselors make 

reasonable efforts to determine that clients are intellectually, emotionally, 

physically, linguistically, and functionally capable of using the application 

and that the ap- plication is appropriate for the needs of the client. 

Counselors verify that clients understand the purpose and operation of 

technology applications and follow up with clients to correct possible 

misconceptions, discover appropriate use, and assess subsequent steps.

H.4.d. Effectiveness of Services

When distance counseling services are deemed ineffective by the 

counselor or client, counselors consider delivering services face-to-face. If 

the counselor is not able to provide face-to-face services (e.g., lives in 

another state), the counselor assists the client in identifying appropriate 

services.

H.4.e. Access
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Counselors provide information to clients regarding reasonable access to 

pertinent applications when providing technology-assisted services.

H.4.f. Communication Differences in Electronic Media

Counselors consider the differences be- tween face-to-face and electronic 

communication (nonverbal and verbal cues) and how these may affect the 

counseling process. Counselors educate clients on how to prevent and 

address potential misunderstandings arising from the lack of visual cues 

and voice intonations when communicating electronically.

H.5. Records and Web Maintenance

H.5.a. Records

Counselors maintain electronic records in accordance with relevant laws 

and statutes. Counselors inform clients on how records are maintained 

electronically. This includes, but is not limited to, the type of encryption 

and security assigned to the records, and if/for how long archival storage 

of transaction records is maintained.

H.5.b. Client Rights

Counselors who offer distance counseling services and/or maintain a 

professional website provide electronic links to relevant licensure and 

professional certification boards to protect consumer and client rights and 

address ethical concerns.

H.5.c. Electronic Links
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Counselors regularly ensure that electronic links are working and are 

professionally appropriate.

H.5.d. Multicultural and Disability Considerations

Counselors who maintain websites provide accessibility to persons with 

disabilities. They provide translation capabilities for clients who have a 

different primary language, when feasible. Counselors acknowledge the 

imperfect nature of such translations and accessibilities.

H.6. Social Media

H.6.a. Virtual Professional Presence

In cases where counselors wish to maintain a professional and personal 

presence for social media use, separate professional and personal web 

pages and profiles are created to clearly distinguish between the two kinds 

of virtual presence.

H.6.b. Social Media as Part of Informed Consent

Counselors clearly explain to their clients, as part of the informed consent 

procedure, the benefits, limitations, and boundaries of the use of social 

media.

H.6.c. Client Virtual Presence

Counselors respect the privacy of their clients’ presence on social media 

unless given consent to view such information.

H.6.d. Use of Public Social Media
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Counselors take precautions to avoid disclosing confidential information 

through public social media (ACA, 2014, p. 17).

 

AAMFT Code of Ethics

The American Association for Marriage and Family Therapy (AAMFT), in its Code 

of Ethics, has established its own standards of ethical practice which is binding among 

its members (American Association for Marriage and Family Therapy [AAMFT], 2015).  

Standard VI of the AAMFT Code of Ethics is dedicated to technology-assisted 

professional services:

Therapy, supervision, and other professional services engaged in by marriage 

and family therapists take place over an increasing number of technological 

platforms.  There are great benefits and responsibilities inherent in both the 

traditional therapeutic and supervision contexts, as well as in the utilization of 

technologically-assisted professional services. This standard addresses basic 

ethical requirements of offering therapy, supervision, and related professional 

services using electronic means.

6.1 Technology Assisted Services.

Prior to commencing therapy or supervision services through electronic 

means (including but not limited to phone and Internet), marriage and 

family therapists ensure that they are compliant with all relevant laws for 

the delivery of such services.  Additionally, marriage and family therapists 

must: (a) determine that technologically-assisted services or supervision 
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are appropriate for clients or supervisees, considering professional, 

intellectual, emotional, and physical needs; (b) inform clients or 

supervisees of the potential risks and benefits associated with 

technologically-assisted services; (c) ensure the security of their 

communication medium; and (d) only commence electronic therapy or 

supervision after appropriate education, training, or supervised experience 

using the relevant technology.

6.2 Consent to Treat or Supervise.

Clients and supervisees, whether contracting for services as individuals, 

dyads, families, or groups, must be made aware of the risks and 

responsibilities associated with technology-assisted services.  Therapists 

are to advise clients and supervisees in writing of these risks, and of both 

the therapist’s and clients’/supervisees' responsibilities for minimizing such 

risks.

6.3 Confidentiality and Professional Responsibilities.

It is the therapist’s or supervisor’s responsibility to choose technological 

platforms that adhere to standards of best practices related to 

confidentiality and quality of services, and that meet applicable laws. 

Clients and supervisees are to be made aware in writing of the limitations 

and protections offered by the therapist’s or supervisor’s technology.

6.4 Technology and Documentation.
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Therapists and supervisors are to ensure that all documentation 

containing identifying or otherwise sensitive information which is 

electronically stored and/or transferred is done using technology that 

adhere to standards of best practices related to confidentiality and quality 

of services, and that meet applicable laws.  Clients and supervisees are to 

be made aware in writing of the limitations and protections offered by the 

therapist’s or supervisor’s technology.

6.5 Location of Services and Practice.

Therapists and supervisors follow all applicable laws regarding location of 

practice and services, and do not use technologically-assisted means for 

practicing outside of their allowed jurisdictions.  

6.6 Training and Use of Current Technology.

Marriage and family therapists ensure that they are well trained and 

competent in the use of all chosen technology-assisted professional 

services.  Careful choices of audio, video, and other options are made in 

order to optimize quality and security of services, and to adhere to 

standards of best practices for technology-assisted services.  

Furthermore, such choices of technology are to be suitably advanced and 

current so as to best serve the professional needs of clients and 

supervisees (AAMFT, 2015, Standard VI).
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Summary

Telehealth services which once existed solely for the purpose of accommodating 

health care shortages in rural communities, are now being implemented by a range of 

practitioners and utilized by consumers in a variety of settings, due to their convenience, 

time-saving effect, and cost-effectiveness.  The research thus far indicates that the 

general attitude towards telehealth services and its effectiveness are favorable, even 

with the limitations such technologies pose.  For any health practitioner in practice in 

this age of technology, it is important to become aware of your particular legal and 

ethical obligations with regard to using these technologies; even if you choose not to 

engage in videoconferencing sessions, you may still be engaged in the practice of 

telehealth if you transmit medical reports as part of a consult, and it is your professional 

responsibility to know the laws and ethics effecting this practice.  For more information 

about telehealth, be sure to check out the National Consortium of Telehealth Resources 

website at:  https://www.telehealthresourcecenter.org/ (National Consortium of 

Telehealth Resource Centers website, n.d.).
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